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Abstract – The use of emerging technologies ( such as RFID - 
Radio Frequency Identification and remote sensing) can be 
employed to reduce health care costs and also to facilitate the 
automatic streamlining of infectious disease outbreak detection 
and monitoring processes in local health departments. It can 
assist medical practitioners with fast and accurate diagnosis and 
treatments. In this paper we outline the design and application of 
a real-time RFID and sensor-base Early Infectious (e.g., cholera) 
Outbreak Detection and Monitoring (IODM) system for health 
care. 
    keywords – Infectious Diseases, Cholera, Remote Sensing, 
and Early IODM System 
I.  INTRODUCTION 
Infectious or communicable diseases have been an ever-
present threat to human society. These outbreaks, once 
expected to be eliminated as a significant public health 
problem, remain the leading cause of death in the world.  Since 
the great Plague of Athens in ancient times, the 1918 "Spanish 
Flu" pandemic – 50 million, in 1957 “Asian Flu” – 1 million, in 
1968 “Hong Kong Flu” – 700,000, the Avian influenza ("bird 
flu") - 262 deaths and more recently, a new swine flu virus 
(i.e., influenza A – H1N1) has been detected (April, 2009). As 
a result 6,552 confirmed cases and 9 deaths are reported 
worldwide from swine flu [1, 2, 3]. Children under age 5 are 
particularly vulnerable to infectious diseases such as 
Tuberculosis (TB), Severe Acute Respiratory Syndrome 
(SARS), cholera, Malaria, and Pneumonia that are leading 
causes of their death [4]. A re-emerging cholera epidemic has 
killed about 4000 people in Zimbabwe since August 2008 [8]. 
Cholera, which is spread through contaminated water and food, 
has become a symbol of the regional spillover of Zimbabwe's 
devastation. With its rapid spread and high mortality rate, the 
virus highlights the importance of access to information about 
infectious diseases and outbreaks. These epidemics are also 
major causes of disability, social and economic disruption for 
millions of people and diminish their quality of life, decrease 
productivity and devastate local economies [3, 4], primarily in 
developing countries. It is also observed that many actions by 
emergency authorities (e.g., hospitals) were not as prompt as 
they should have been. There were problems with outbreak 
monitoring systems, early detection systems, decision-making 
processes, and communications with stakeholders throughout 
the crisis period [5]. 
 
The paper discusses the cholera outbreak, which is just the 
latest crisis in Zimbabwe and outlines an information system to 
prevent and respond quickly to track, and predict cholera 
outbreaks before they occur. Cholera is caused by infection of 
the intestine with the bacterium Vibrio cholerae, which is the 
agent of the dreaded waterborne disease and may be found in 
diverse aquatic environments, such as the ocean, rivers, and 
lakes. Many of these diseases began in the Ganges Valley of 
India and Bangladesh, which is never free from cholera, and 
then moved east. About 10-20% of those who are infected 
develop severe watery diarrhea with vomiting and 20% of these 
individuals develop acute, watery diarrhea. Cholera is 
characterized by massive diarrhea, resulting in severe 
dehydration and even death within hours if untreated [6]. 
Cholera is usually spread quickly through contaminated water, 
poor sanitation and unclean food and remains an ever-present 
risk in many countries. New outbreaks can occur periodically 
in any part of the world where water supplies, sanitation, food 
safety and hygiene practices are inadequate. People become 
infected after eating contaminated food or water. It may 
difficult to prevent cholera from being introduced into an area, 
but further spread of cholera outbreaks can be prevented 
through well coordinated early detection and enhanced 
epidemic preparedness [6].  
Research indicates that climatic and environmental drivers 
such as sea surface temperature, sea surface height, 
precipitation and sea chlorophyll concentration play an 
important role in cholera outbreaks. Mendelssohn and Dawson 
in 2006 identified that there is a strong association between 
environmental factors (i.e., precipitation, and sea surface 
temperature) and cholera outbreak incidence [7]. Information 
systems can play a vital role in developing an effective 
approach and facilitate real-time climatologically information 
(such as sea temperature, precipitation and chlorophyll 
concentrations) to address this re-emerging outbreaks threat 
[8]. Such an application of a real-time detection and monitoring 
system can be facilitated by the use of emerging wireless 
technologies such as Radio Frequency Identification (RFID), 
and a set of remote sensing (sea surface height, precipitation 
and chlorophyll concentration) measurements.  RFID is one of 
the emerging wireless technologies that elegantly provide a 
solution, and help local healthcare organizations by detecting 
and tracking a cholera outbreak area in real-time. It can be used 
to track, identify and collect important information such as 
location, sea surface temperature wirelessly, sea surface height 
sensor measures the height of the ocean surface in centimeters, 
2009 International Conference on Advances in Recent Technologies in Communication and Computing
978-0-7695-3845-7/09 $25.00 © 2009 IEEE
DOI 10.1109/ARTCom.2009.237
5066
Authorized licensed use limited to: DEAKIN UNIVERSITY LIBRARY. Downloaded on June 02,2010 at 03:22:13 UTC from IEEE Xplore.  Restrictions apply. 
 precipitation sensor measures the quantity of water falling to 
earth at a specific place within a specified period of time in 
inches and chlorophyll concentration sensor demonstrates that 
sea surface chlorophy11 a in mg/m3 accurately.  This 
technology can play an integral role to halt the spread of such 
diseases, and prevent and control further outbreaks.  
In this paper, we integrate RFID and sensor technology 
with a multi-layer architecture for cholera outbreak detection 
and monitoring systems via both wireless and wired 
communication. This paper is structured as follows: Section II 
outlines the RFID and sensor model used for developing an 
early infectious outbreak detection system. Section III 
illustrates the application of the outbreak detection systems 
architecture using a RFID and sensor-based IODM. Section IV 
concludes the paper. 
II. RFID AND SENSOR MODEL FOR EARLY 
INFECTIOUS OUTBREAK DETECTION SYSTEMS 
The main components of the RFID and sensor-based IODM 
system are shown in Figure 1. It mainly consists of RFID tags 
(i.e., tiny chips), smart phones and/or RFID readers embedded 
Personal Digital Assistant (PDA) and the local health 
organization’s IT systems (i.e., Real-Time RFID Sensor-Based 
IODM system). Each tag transmits not only its unique location, 
but also the ambient sea surface temperature. IODM system 
also includes the number of sensors (e.g., precipitation and 
chlorophyll concentration).  This enables the local health 
organizations (e.g., hospitals) to remotely detect and monitor 
the determinants (climatic and environmental information) of 
infectious outbreaks (e.g., cholera), or to receive alerts via 
PDA/smart phone or e-mail.  
 
Figure.1:  Main components of an RFID and sensor-based infectious 
disease detection system 
The passive RFID tag (attached to sea surface) antenna 
picks up electromagnetic energy beamed at it from an RFID 
reader device (both fixed and handheld) and enables the chip to 
transmit unique location ID and temperature to the reader 
device, allowing the prospective outbreak area to be remotely 
identified. The reader converts the radio waves reflected back 
from sea surface tags into digital information then passes onto 
the IODM system for processing. In addition, a sea surface 
height sensor measures the height of the sea surface at a given 
time and the average height of the ocean surface at that location 
to provide insights into ocean circulation, climate cycles (e.g., 
sea-level rise), and ocean tides. Precipitation sensors measure 
atmospheric water phenomena that are the condensation of 
atmospheric water vapor that is deposited on the earth’s 
surface. Chlorophyll concentration sensors measure the sea 
surface ‘chlorophy11 a’ using Morel and SeaBAM algorithms 
[9]. The captured climatic and environment data as mentioned 
above are then pass onto the IODM system for processing. This 
PDA/smart phone-based IODM system integrates both RFID 
and sensor data, then transfers and stores this climatic and 
environmental data permanently in the back-end server over a 
wireless network for further processing. Analyzing and 
accessing these data help to detect early indicators of cholera 
outbreaks, to prevent that it becoming a local, regional and 
global epidemic. This in turn empowers local health 
organizations, communities and individuals as they have more 
rapid access to the data that can help to reduce response time 
when dealing with a health crisis. 
III. RFID AND SENSOR-BASED IODM SYSTEM 
APPLICATION  
As the public healthcare organizations face data integration 
issues, the RFID device management is a challenge while 
deploying RFID devices in their health management system. 
Multi-layer RFID and sensor architecture establishes an 
infrastructure to address such a challenge, to automate and 
simplify the functionality for building RFID-based solutions in 
the health system. These integration layers (i.e., five layers) 
are: physical device layer, middleware layer, Health IT 
infrastructure management layer, data layer and graphical user 
interface layers [10].  The physical device layer consists of the 
actual RFID hardware component that integrates with the 
IODM system for capturing data automatically. In this layer we 
used passive HF (13.56 MHz) 13.56) Temperature Sensor 
passive read only RFID tags. The middleware layer or 
framework is viewed as the central nervous system from the 
health system perspective. It acts as the standard mechanism to 
get rapid connectivity between infectious outbreaks detection 
tags and PDA-based IODM systems as shown in RFID model 
in Figure 1. 
The IT infrastructure management layer is responsible for 
managing and controlling the local healthcare organization’s IT 
components such as computers, back-end servers, networks, 
and printers. The data layer composed of a RDMS (Relational 
Database Management System) and it interacts with a back-end 
database (SQL server) and includes a data query/loading 
approach using SQL (structured query Language) that supports 
high volumes of RFID data into a custom designed RFID 
database schema. Finally, the graphical user interface (GUI) 
layer is comprised of an extensible GUI (graphical user 
interface), which is responsible for detecting, monitoring and 
managing infectious outbreaks (i.e., cholera) data.  
Figure 2 shows the RFID and sensor-enabled IODM system 
application, which can be integrated with the healthcare 
organizations IT System for capturing cholera outbreaks data 
automatically and wirelessly. The application issues unique tag 
IDs (i.e., location tag) and sensor devices to prospective 
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 cholera outbreak areas (e.g., sea, river and lake surfaces) as 
shown in Figure 2. The RFID then uses the location tag 
(embedded with RFID chips) IDs as a key to infectious 
outbreak areas and perhaps other information (e.g. street, city, 
state, postcode, country, etc.) stored in the local health 
organizations back-end databases (i.e., SQL server). The RFID 
location tags are used to identify exact outbreaks area or 
location, time, and other information such as sea surface 
temperature in real-time.   
 
 
Figure 2:  PDA/Smart Phone-based (RFID and Sensor) Infectious Disease 
Identification and Monitoring Systems Application 
For example, an RFID tag contains only a unique location 
ID, which an IODM system application uses to retrieve a 
specific location details (e.g., name, address, country, etc.) 
stored in the back-end database. This PDA/smart phone-based 
application automatically captures and stores location tag data 
(i.e., location ID, and sea surface temperature) locally from 
RFID readers (both fixed and wireless mobile), which are 
placed in surrounding areas of cholera outbreak sources (e.g., 
sea, river or lakes) and other environmental data (such as sea 
surface height, precipitation and sea chlorophyll concentration) 
from remote sensors (placed in the surface of cholera outbreak 
sources) together in a week time interval in Figure 2. If the 
Sea-levels (i.e., sea surface height) are lower than normal then 
the sea surface colours is blue, while if higher than normal, the 
colour is yellow and levels at or near average sea level are 
white. The application (i.e., IODM system) then transfers these 
cholera outbreaks prediction data to the SQL server for 
permanent storage over the mobile network (e.g., Bluetooth, 
WiFi, Next G) in real-time. Authorized local health 
organizations can have more rapid access to the cholera 
outbreak related data stored in the back-end database server 
that can help them early detection of the epidemic, enhancing 
preparedness and reducing response time to prevent them. 
IV. CONCLUSION AND FUTURE WORK 
In this paper, we have described multi-layer infectious 
outbreak architecture for the design of a RFID and sensor-
based real-time automatic IODM system. Using IODM system, 
local health organizations have the opportunity to track, 
monitor, and analyze environmental drivers (such as sea 
surface temperature, sea surface height, and sea chlorophyll 
concentration) that play an important role in cholera outbreak 
infection detection. This system also helps local health 
organizations to improve preparedness for, and response to, 
future outbreaks. 
Furthermore, the cholera outbreak  data provided by this 
system can be used to undertake pattern recognition (i.e., data 
mining) for determining epidemic behavior as a future work to 
predict the next step towards controlling this serious water-
borne disease, enhancing preparedness and providing rapid 
response public health measures. In addition, it is possible to 
develop a more effective system by refining the current system 
design and validating the tools that will have the ability to 
analyze both spatial and temporal dimensions of the problem. 
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